DononHutenbHble Tpe6oBaHUA K UHGOPMaLUMOHHOU 6e3onacHOCTU

Hactoswwue JononHutenbHble TpeboBaHMsA K 3awwmTte nHGopmaumm («AISR») gononHstoT nobble apyrne
TpeboBaHMA K 3awmte WMHbopmauumun, cogepawmeca B CornaweHun, Kogekce B3ammopaencrsma c
Tpetbumn nmuamm Hosaptuc («TPC») M MuHMManbHOM Habope TpeboBaHWI K cpeacTBam 3aluTbl
nHbopmaumm («MISC»).

1. OueHku 1 cepTudurKaTtbl MHGopmaumnoHHOM be3onacHocTu (AononHaeT pasgen 12.5 TPC)

1.1 KomnaHna HoBapTUC MAM YyNOAHOMOYEHHAA TPEeTbA CTOPOHA MOXKeT MPOBOAMUTb TEXHUYEeCcKue
W/VAn OpyrMe OUEHKM, BKAOYAA TecTMpoBaHME A1A OueHKM 6e30nacHOCTM U CTeneHu
YCTOMYNBOCTU 3nemeHTOB AnA JaHHbix HoBapTuc 1 Cpepgbl HoBapTuc.

1.2 TpeTba CTOPOHa M ee cybnoapaaunKM 06A3yOTCA NOALEPKMBATL CePTUPUKATLI HE30NACHOCTH,
YyKa3aHHble B [lJoroBope U NpoxoauTb He3aBUCUMbIE ayauTbl.

1.3 TpeTba cTOpOHa obecneymBaeT nepuoamyeckoe (He pelKe OAHOro pasa B rog) nposefeHue
ONbITHBIMW U KBAaIMPUUMPOBAHHLIMKU  CMELMaZICTaMW  TeCTOB  Ha MNPOHWKHOBEHWE MU
6e30nNacHOCTb B COOTBETCTBMM C [PUMHATON OTPACNAeBOW MPAKTUKOM ANA Cpefbl, B KOTOPOW
obpabaTbiBatoTca JaHHble HOBapTUC, a pe3y/abTaTbl TaKMX TECTOB NpeAocTaBasTb Hosaptuc no
3anpocy.

1.4 Yto Kacaetca pasgenos 1.1-1.3 Bbilwe, TO Npu OBHAPYKEHUU KAKUX-TMBO yA3BMMOCTEN WUan
OTK/IOHEeHWUN, TpeTbsA CTOPOHA 06sa3yeTcA 6e3 M3bbITOYHOro NpomeaseHnsa NOAroTOBUTb MAaH
KOPPEKTUPYIOLWMX Mep U BbIMOJIHUTb YKa3aHHbIe B NiaHe AeNCTBMA, B COOTBETCTBUU C MpUHATOM
OTpacsieBoi npakTUKon. HesbinosiHeHWe TpeTbel CTOPOHOM 3Toro TpeboBaHMA JaeT KoMMNaHun
HoBapTtuc npaso pactoprHyTb CornawieHme cornacHo COOTBETCTBYIOLLEMY MYHKTY O PACTOPXKEHUM
CornaweHwus.

2. O6wme TpeboBaHMA K MHOpMaLMOHHOMK 6e3onacHocTu (AononaHsaeT pasaenbt 1,3,5 n 6 MISC)

2.1 TpeTbs cTOpoOHa 06s3yeTcA obpabatbiBaTh [aHHble HoBapTUC B cooTBeTCTBUM C [MpUHATOM
OTpacneBoi NPAKTUKON.

2.2 CrtpaTterns uHoopmaupmoHHoi 6esonacHocTu TpeTbei CTOPOHbI NEePUOANYECKHM (He perke oaHOro
pa3a B roa) nepecmatpuBaeTca U 06HOBAAETCA Ha OCHOBE OLLEHOK, Kacatowwmxca: (i) BHyTpeHHUX
W BHELUHUX PUCKOB; (ii) MCNob30BaHUA 3aWUTHOM MHGPACTPYKTYPbI UM MPOLECCOB YNpaBaeHUs;
(iii) cnocobHOCTM 06HapyKMBaATb Yrpo3bl, pearnpoBaTh Ha HUX U CMATYaTb UX; U (iv) cooTBeTCTBUA
TpeboBaHMAM 3aKOHO4ATENLCTBA.

2.3 MpMHMMaA BO BHMMaHME COOTBETCTBYIOLWME PUCKU MHOPMALMOHHOM H6e3onacHocTH, TpeTba
CTOpPOHA 006s3yeTca BHeAPWUTb Haanexalwmin(e) ctaHZapT(bl) WKMPPOBAHUA B COOTBETCTBUM C
O6WwenpuHATLIMM CTaHZAPTaMW MHPOPMALMOHHON 6e30NacHOCTU, HanpUMep, Kak MUHUMYM
NIST 800 un/uan ISO 27001.

2.4 TpeTtba cTOpoHa obecneynBaeT HasMume MHOrOGAKTOPHON ayTeHTUUKALUMK ANA CUCTEM,
copeprrawmx JaHHble HOBapTUC M MCNOJIb3YIOLWMX CETb OOLLErO A0CTYNA, A TaKXKe 415 JOCTyNa K
cpeae TpeTbelt cTopoHbl (rge obpabaTtbiBatoTca AaHHble HoBapTuc) ¢ paboumx cTaHumi
nosib3oBaTesieit TpeTbei CTOPOHbI.

2.5 TpeTbs cTopoHa 06a3yeTcs obpabaTtbiBaTh [laHHble HoBapTUC ToNbKO B: (a) 6e3onacHol Pabouei
cpeae; unm (b) noboli gpyroit B3aMMHO COracoBaHHOM cpeae, KoTopan aBaseTcs 6e3onacHoi.

2.6 TpeTba cTOpOHA 06A3yeTcA B COOTBETCTBMM C NPEAOCTaBAAEMbIMMU YCAYyramu BHeApPATb M
noaAep»KmMBaTb Mepbl, COOTBETCTBYIOLWME [TPUHATOM OTPacNeBON NPAKTUKe, ANA 0BHApYKeHUs,
paccnefoBaHU, YCTPAaHEHUA WM NPefOTBPALLEHUA MPOHUKHOBEHUW, NPUMEHEHUA UK



BbINO/NHEHUA Nt06Oro HECAaHKUMOHMPOBAHHOIO MM BPEAOHOCHOrO KoAa, KOTOPbIN KaKUM-1nbo
0bpasom MoKeT NoBAUATb Ha 6e3onacHocTb JaHHbIx HoBapTuc nnm Cpeabl HoBapTuc.
2.7 TpeTbs CTOpOHa 06A3yeTcs OTC/EeXMBaTb AOCTYMNHbIE UCMPABIEHUA, OLLEHNBATL, TECTUPOBATL U
CBOEBPEMEHHO BHEAPATb UX AN NobbIX CUCTEM, yyacTByrOLWMX B 06paboTke JaHHbix HoBapTUc.
2.8 TpeTbs CTOPOHa 065A3yeTCA BECTU COOTBETCTBYIOLLME XKYPHA/bl COOBITUIN ANA NOAAEPIKKM ayAUTOB
6e30nacHOCTH, a TaKkXKe AnA obHapyKeHuA 1 paccnenoBaHua ntoboro MHUnaeHTa 6e3onacHoOCTU.

3. CraHpapTbl HENPEPbLIBHOCTU AeATeNbHOCTU (aononHaeT pasgen 12.9 TPC u pasaen 2 MISC)

3.1 TpeTtbsa cTOopoHa obecneumBaeT Llenesoe Bpemsa BoccTaHoBneHusa (RTO) u LleneByto Touky
BoccTaHoBneHusn (RPO), ykasaHHble B Tabanue HUKe:

Uenb MakcumanbHoe Bpems Ans uenu [B yacax)
Llenesoe Bpems BocctaHoBneHus (RTO) 24

(Wnn ecm He NpeAyCMOTPEHO UHOe B
cooTBeTCTBYytOLEM TexHNYecKoM 3aaHuni/3akase Ha
nocTaBKy)

Llenesble ToYKkM BoccTaHoBNeHMA (RPO) 24

(Wnn ecm He NpeAyCMOTPEHO UHOE B
COOTBETCTBYHOLLEM TexHn4eckoM 3aAaHnn/3akase Ha
nocTaBKy)

4. Cpepa Hosaptuc (aononHser pasgensi 4, 7 n 8 MISC)

4.1 Nobon nHtepdeiic n nograoveHne K Cpege Hosaptuc TpebyeT npeasapuTesibHOro oao0bpeHusn
HoBapTuc 1 moxeT b6bITb OTKA0YEHO HoBapTuC B toboe Bpems.

4.2 Ecnn coTpyaHUKKM TpeTbel cTopoHbl noayyat: (i) mponyck KomnaHuu HoBapTuc uam apyroe
cpeactso gocTyna; (i) nepcoHann3npoBaHHYIO YYETHYIO 3anuchb 1A AOCTyMNa B CETb KOMMNAHMM
HoBapTuc; (iii) ycTpoictBo HoBapTuc; (iv) y4eTHyro 3anmcb 3/1eKTPOHHOM noyTtbl HoBapTuc, unm
(v) apyroi goctyn Kk Cpege HoeapTuc, To TpeTbs cTOpoHa 06s3yeTca obecneynTb cobntogeHue
TAaKMMU COTPYAHUKAMM MPUMEHUMbIX MOAUTUK WMHPOPMAUMOHHOW HesonacHoct HosapTuc.
TpeTba cTOpoHa 06s3yeTcs cooblwaTtb HoBapTUC O NOObIX U3MEHEHUAX B OPraHM3aUMOHHOM
CTPYKTYpE, KOTOopble MOryT NoBANATbL HAa HoBapTuc. TpeTbs CTOPOHa Tak»Ke 06A3yeTcs obecneynTs
KOHTPONb 3a cobsloAeHMeM MNPUMEHUMBIX MNOAUTUKM W CTAHAAPTOB WHPOPMALMOHHOWM
6€e30nNacHOCTM COTPYAHMKAMM, KOTOPble UMEIOT AOCTYN K cpese TpeTbei CTOPOHbI, CoAep KaLlei
JaHHble HoBapTtuc.

5. WUHumnpeHTbl 6e3onacHocTu (aononHaet pasaen 12 MISC)

5.1 TpeTbs CTOpOHa oTcnexxmnsaeT MHUMAEHTbI 6e@30NacHOCTU, aHAIU3UPYET UX U pearnpyeT Ha HUX.

5.2 TpeTbs cTopoHa 06sa3yeTca yBegomuTb HoBaptuc 06 NMHumMaeHTe 6e3onacHoOCTU 6e3 U3NnLIHero
npomeasieHns, HO He NosgHee, Yem Yyepes ABaALaTh YeTbipe (24) Yaca nocne TOro, Kak CTano
M3BECTHO 06 MHUMAEHTE.

5.3 KoHTaKTbl HoBapTuc gns coobuieHna o6 NHumaeHTe 6esonacHoct: TenedoH: +420 225 775 050
(mononHuTenbHbIM Homep: +420 225 850 012), aneKTpoHHas noyTta: soc@novartis.com

5.4 TpeTbs cTOpOHa 06A3yeTcs He3ameaNUTeIbHO Mo 3anpocy HoBapTMC NpeaoCcTaBUTb KOHTAKT A/
coobLeHns nnun obeykageHuns MHunaeHTa 6e3onacHoCTy.

5.5 B cnyyae obHapyKeHuna NHumaeHTa 6esonacHocTH, TpeTbAa CTOPOHa 06s3yeTca 6e3 usnunwHero
npomegsieHna npeanpuHATb COOTBETCTBYOLIME AOEUCTBUA ANA CBEAEHMA K  MUHUMYMY



mailto:soc@novartis.com

AanbHenwero packpbitva [aHHbiX HOBapTUC M MPUHATL BOCCTAaHOBUTE/NbHbIE Mepbl, YTOObI
npeaoTBpaTUTb NOBTOpPeHUe nogobHoro MHumMaeHTa 6esonacHocTU.

5.6 TpeTbs cTOpoHa 06A3yeTcA Co0bWMTL 06 OCHOBHbIX MpuYMHax MHumaeHTa 6esonacHocTU U
BO34eicTBMM Ha [aHHble HoBapTuUC, a TaKKe 0 XoA4e BbINOJIHEHUA NPUHATbIX BOCCTAHOBUTE/NbHbIX
AencTBun.

6. Tpe6bosaHua SOX

6.1 B cnyyae oKasaHuWA ycayr, noanep)KuBatolmx obpaboTKy PUHAHCOBLIX AaHHbIX, KOTOpble
OOJIKHbI COOTBETCTBOBATb 3aKoHy CapbeilHza — Okcau («SOX») uam cucteme PpUHaAHCOBbLIX
KOHTponen HosapTtuc, TpeTbAa cTOpoHa obecneymBaeT OUEHKY WHPOPMALMOHHbLIX CUCTEM,
MCNONb3YyEeMbIX A1A OKa3aHMA TaKMX YCAYT, U CBA3AHHbIX C HAMM CPeACTB KOHTPO/IA, NO KpanHei
Mepe eXerogHo, pPyKoBOACTBYsICb TpeboBaHuAM SOX. TpeTbss CTOPOHa HECET MOJIHYI0
OTBETCTBEHHOCTb 3a obecneyeHne cooTBeTCTBMA TpeboBaHmaAM SOX noaTBEpPKAEHME TaKoro
cooTBeTcTBMA HoBapTuc. OTYeT 06 OLLEeHKe YyCAyr, TaKOM Kak AeUCTBYIOWMIA HA AAHHbIN MOMEHT
otyeT «SOC 1 Type 2», AKX aHA/IOTUYHbBIA OTYET, AO/KEH ObITb nNpeaoctasieH HosapTuc no
3anpocy. Ycayrn, KoTopble AO/XKHbl COOTBETCTBOBaTb TpeboBaHMAM HacTosauwero Pasgena,
OO/MKHbI BbITb OnpeaeneHbl HoBapTUC NO CBOEMY YCMOTPEHUIO B NepeyHe paboT, TEXHUYECKOM
3a4aHnn nnm nobom Apyrom COOTBETCTBYHOLLEM AOrOBOPHOM AOKYMEHTE.

7. OnpepeneHus

MpuBeaeHHblE HUXKe onpeaeseHnUa OTHOCATCA K TEPMUHAM, HAaMMCAHHbBIM C 3ar1aBHOM OYKBbI, KOTOpPbIE
Mcnonb3ytoTea B HacToAawem AISR.

«aHHble HoBapTuC» - BCe AaHHble, UHPOPMALMA, LOKYMEHTbI UK 3anmcuy Ntoboro xapaKktepa (Bkatovas
nepcoHanbHble JaHHble N KoOHPUaeHUManbHy0 Hopmauuto Hosaptuc) B ntoboit dopme, HeE3aBUCUMO
OT TOrO, CyLLeCcTBOBaAN M OHWU A0 uan nocae gatbl CornaweHusa, 6o1amM M co3gaHbl UM 06paboTaHbl
TpeTben CTOPOHOM B CBA3M C yCAyramu, NpeaocTaBasemblmm aas HoBapTuc uam npenocraBasembiMmn ot
HosapTuc (nn TpeTbumm cTopoHamMu, AeNCTBYOWMMN OT UMeHM HoBapTuc) TpeTbei CTOPOHE B pamKax
CornaweHus.

«Cpepga HoBaptuc» - nobasa cuctema nam nHobpactpyktypa Hosaptuc, ynpasnsemasa HosapTtuc uam ot
umenu Hosaptuc, AbdumnnposaHHbiMmmn anuamu HosapTtuc nam cybnogpaaumkom HosapTtuc, goctynHasa
ana TpeTben CTOPOHDI.

«TPC» - KoZieKc B3aMMOAENCTBMA C TPETbUMM IMLammn HoBapTuc, ynomaHyTbI B CornateHnu.
«MISC» — MwuHMManbHbI Habop TpeboBaHUI K cpeacTBam 3alMTbl MHPopmaumm HosapTuc,
ony61MKoBaHHbIe Ha 06LleaocTynHoM caite HoBapTuc: https://www.novartis.com/esg/reporting/codes-

policies-and-guidelines un asnstowminca yactbto TPC.

«Pabouan cpega» - cpefa, B KOTOPOI roToBoe nporpammHoe obecneyeHne, NPoayKTbl UAN 06HOBAEHUA
BbIMYCKAOTCA 4NA IKCNAyaTaummn NpeanoaaraeMbiMm KOHEYHbIMU NO/Ib30BaTENAMM.

«LleneBas Touka BocctaHoBneHua (RPO)» o3HavaeT, Kakoli ob6bem [aHHbix HoBapTUC MOXKET 6biTb
notepAH 6e3 BO3MOMKHOCTM BOCCTaHOB/IEHUSA.



«LleneBoe Bpems BocctaHoBaeHUA (RTO)» o3HayaeT, Kak 4oaro ycayrv, [laHHble HoBapTUC MAKM CUCTEMDI,
ncnonb3yemble 1a npegocTaBieHns ycayr B cooTseTcTtemm ¢ CoraweHmem, MoryT 6biTb HEZOCTYMHbI.

«UHUmnpeHT 6e3onacHocTU» - cobbiTne, KoTopoe GaKTUYECKM WKW MOTEHLMaNbHO CTaBUT MoA, Yrposy
KOHOMAEHLUNANbHOCTb, LLeJIOCTHOCTb UKW AOCTYNHOCTb [laHHbIX HOBapTUC UM MHbIM 06pa3om cTaBuT Noa,
yrposy nHpopmaumoHHyto 6esonacHoctb Cpeabl HoBapTuc.

«MpuHATaa oTpacneBas NpaKTUKa» - COOTBETCTBYIOWME OTpAC/AeBble CTaHAAPTbl WM MPAKTUKMK,
NOBCEMECTHO NpUHATble B chepe MHPOPMALMOHHOM Be30macHOCTM, A1A KOMMNAHWA, COMOCTaBMMbIX C
TpeTbelt CTOpoHON, U/nan KomnaHuin, 06pabaTbiBatoLMX CONOCTaBMMYIO MHGOPMALMIO, 3aKpenIeHHbIe B
Pa3NMYHbIX OTPacNeBbIX CTAaHAAPTax, nNpegocTasnfaemblx MexayHapogHOUW  opraHu3aunein no
craHgapTtusauum (ISO/IEC) ISO/IEC 1SO27001, ISO/IEC 27002:2013, SSAE-18, ISAE3402, HaumoHaAbHbIM
WHCTUTYTOM CTaHZapToB M TexHonormit (NIST) NIST 800-55, PykoBoACTBOM Mo co34aHuMI0 6e3onacHbix Beb-
npunoxeHnin Open Web Application Security Project (OWASP), LleHTpom nHTepHeT-6e30nacHocTn (CIS)
(nnm n6bIM 0B6LLENPUHATBIM MPEEMHUKOM TaKMX CTaHAAPTOB 6e30MacHOCTU) M B APYrUX CTaHZapTaXx,
OoTHOCALMXCA K 0bnacTn gencrens npegmeta CornawieHus.



